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ABSTRACT

Having quality products that meet and exceed customer’s requirement and expectation and in the
same time remaining profitable are the keys to success. However, what does it take to manufacture quality
product? Most companies emphasize in quality will have some kind for product development process. A
process, if executed accordingly, can guarantee only repeatability, not necessary quality. Integrating

testing into the product development is a significant factor contributing to quality.

It is common knowledge that it is much more cost effective to fix problems or design defects
early in development. In practice, however, this is often neglected. Due to budget and time constraint,
testing is frequently done in the last phase of development, the phase just before production. Test
engineering is often not part of the design process. As a result, testing becomes a very costly and difficult
task. Test engineers not only have to understand the details and characteristics of the design, they are
confined to the testability limitation of the existing design. Because the design is already “set in stone”,
high test and fault coverage may not be attainable, or can be done cost effectively. Testing should be

integrated to the product life cycle as a dynamic process.

The materials covered in this report are more applicable to products of the defense industry,

specifically for deliverables that involve electronics and hardware.
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CHAPTER1
INTRODUCTION

In this highly competitive market, companies are under constant pressure to deliver quality
products and to meet or exceed customer requirement within budget and schedule constraint. To fulfill
this goal and to ensure consistent product quality, most companies would employ some form of product
development and production process. The traditional process typically follows these phases in sequence:
Design Phase, Development Phase, Integration Phase, Validation Phase and Production/Manufacturing
Phase. During the process, some testings are done in different phases to check whether the design or
product meets the requirement. However, these testing efforts very often are not in an organized manner.
While this process defines a road map for the entire development life cycle, its result does not guarantee a

quality product.

Companies that consistently delivery quality products tend to have a common perspective: they
recognize the important of testing to identify and solve problems early in the process in order to control
time, cost and schedule late in the process [13: Science Applications International Corporation, 2002].
The quality of a product does not solely depend on how well quality control is executed during the
production and manufacture process. If design detects are not identified and solved, the end product is
only going to be as good, or bad in this case, as the design. To ensure the quality of a product, it needs to

begin very early in the design phase and flows down to the entire process.

This report will look at the most commonly use product Life Cycle Models (LCM) namely
Waterfall, Incremental, Evolutionary and Spiral. It will then look at how to integrate test and evaluation
throughout the entire product life cycle process. This process can identify levels of performance and assist
the developer in correcting deficiencies. It is also a significant element in the decision-making process,

providing data supportive of trade-off analysis, risk reduction and requirement refinement.



As technology advances, testing techniques and standard are constantly being updated. This
report describes some techniques and technologies that can improve the development process and are
readily available today. Utilizing these techniques and technologies can greatly increase testability and
reduce risks and cost. They should be employed as “best practices” to improve the development process.
Design for Testability is another important tool that can greatly improve the cost and development of
testing. Finally, this report will discuss briefly on Raytheon’s Integrated Product Development Process

(IPDS). Suggestions will be made to improve the process.

The objective of this study is to investigate the important of test and evaluation as an

integral part of the product life cycle.



CHAPTER 11
BACKGROUND

2.1 The Traditional Process

2.1.1 Waterfall Life-Cycle Model

Traditional product life cycle (design, development and production) is of a waterfall model (see
Fig. 1). It starts with a Requirement Phase to define the customer and/or product requirement. Then it
follows by a Design Phase to define the design approach that will meet the defined requirement. Trade
studies will be done at the phase to determine the effectiveness and cost of different design approaches.
Once the design is solidified, it will move on to the Development Phase. In this phase, the actual design
will be implemented usually in some form of prototyping. The development will include hardware and
any necessary software. Once the prototype is proven viable, it will proceed to the Integration Phase. In
this phase all the details of the design are finalized here. Hardware is built, and software is developed.
Both hardware and software are integrated together as development progresses. As the Integration Phase
is complete, the Validation Phase will verify whether the product meets the defined requirements. Finally
it continues to the Production Phase to produce and manufacture the actual product. The Production Phase
often begins at the Integration Phase to prepare any tooling and necessary supports needed for the

production.

The advantage of this waterfall model is that it provides a systematic approach. Each phase of the
process is well defined. Milestones can be set for each phase to determine progress. The model also fits
well with the general systems engineering process, such as the Integrated Master Plan (IMP) and

Integrated Master Schedule (IMS).
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Figure 1 Traditional Product Development Cycle

2.1.2 Issues with the Waterfall Approach

While the waterfall approach is useful to define a road map for the entire development process, it
also has many shortcomings. The quality of a product is not only a matter of how well quality control
during the production and manufacture process. The quality control of a product begins at the Design
Phase and flows down to the entire process. A perfect production and manufacture process does not
guarantee a quality product; it only guarantees the product will be made to the specified design with the

defined tolerance. Any design detects are flowed down directly to production.

Some levels of testing are performed during the design phase and development phase. However,
these testing efforts very often are done in an ad-hoc manner, and the knowledge gained is not

documented and captured. Most of the formal testing effort, unfortunately, is spent during the later period



of the system integration and validation. Test engineers who have little or no involvement with the design
and development now have the task to fully test the product. To verify whether a design is fully compliant
to the requirement requires in depth understanding of both the requirement and the design. It is a very
demanding task and inherently has a steep learning curve. In the fast pace of most work environment, the
designers of the product will move on to other projects after the design phase is completed. The
knowledge that was gained during the design phase is not effectively passed on to the next phase. Testing
tools developed during design and development phases to verify the functionality of the design were
frequently not documented. As the result, test engineers very often have to “re-invent the wheel”.

Knowledge lost is a serious problem in the waterfall model.

Cost for testing during the later period of the system integration and validation is also very high.
Test engineers have to acquire acknowledge and understanding of the design. This effort is very time
consuming and costly. The original product designers may not be available during this time to answer
questions or to explain the reasons why certain design approaches are chosen. Product designers whom do
not have testing experience may overlook the feasibility of testability completely and render testing very
difficult and costly if not impossible. Other times product designers may have planned for testability but

are forced to forego the effort because of budget and schedule constraint.



CHAPTER III
RAYTHEON LIFE CYCLE MODELS

3.1 Raytheon Life-Cycle Models

Raytheon Integrated Process Development System (IPDS) identifies four most common Life
Cycle Models (LCM), namely Waterfall, Spiral, Incremental and Evolutionary. The details of each LCM

are given in the following sections [4: Raytheon IPDS, 2003].

3.2 Raytheon Waterfall Life-Cycle Model

The Raytheon Waterfall LCM is very similar to the traditional Waterfall LCM in Section 2.1.1.
Due to the similarity, the Raytheon LCM will not discussed in details. Figure 2 depicts the Raytheon

Waterfall LCM.

Figure 2. Raytheon Waterfall Life-Cycle Model



3.3 Incremental Life-Cycle Model

In Incremental Life-Cycle Model, products are designed, implemented, integrated and tested in a
series of additive builds (see Figure. 3). Each increment has a series of phases identical to the Waterfall
Life Cycle Model: Requirement Definition (Rqts Defn), Preliminary Design (Prel Dsgn), Detail Design
(Dtl Dsgn), Implementation (Impl), Integration and Test (I & T) and Operations and Support (O & S).
Each build completion provides demonstrable functionality or capability, adding to the final system
completion (assembling a puzzle). It allows the customer to evaluate the incremental system products and
make recommendations for change (early in development). It facilitates risk mitigation (can work risky
areas early or defer them until later when more knowledge is gained). It enables step-wise validation of
requirements (targeted around functions/capabilities. It tends to force a highly modular and upgradeable
structure (reusable architecture that supports Life-Cycle improvements). System requirements need to be

defined only once then update based on results during design.

One of the major advantages of Incremental LCM is that it provides early mitigation of high risk
items. High risk items can be built first, with possible alternatives develop in parallel. The lower risk
system elements are completed as appropriate for the selected alternative. This LCM is very useful when
the customer does not know exactly what they want or need to fulfill the mission. The customer feedback
is obtained at the end of each build, and changes and adaptations can be made accordingly. Lessons

learned can be applied subsequent builds.
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Figure 3. Incremental Life-Cycle Model

The Incremental LCM, however, has its weaknesses. It requires robust system architecture with
high cohesion and low coupling. Such architecture is difficult to achieve and requires extremely detailed
planning. It also requires strong systems engineering to define, establish and manage system level
requirements and system models. Being incremental in nature, there is always a tendency to attempt to
redefine or re-do all of the system requirements with each incremental build. During each build, there is
also constant temptation to re-design elements/components that are already complete. A system
framework should be established for the next incremental build to be added or refined based on the results
of the current incremental. Incremental LCM also requires disciplined process planning and execution.
The development can degenerate into a build-fix approach if the customer is allowed to make ad hoc
requirement, design and implementation changes. Current build must be constrained by previous builds.

Incremental LCM is prone to requirement/scope creep driven by too much customer feedback.



3.4 Evolutionary Life-Cycle Model

The Evolutionary Life-Cycle Model is a series of developmental efforts each of which typically
or potentially leads to a deliverable product. Figure 4 depicts the Evolutionary LCM. Each effort
represents a full development cycle, including requirements analysis. Operational feedback is obtained
from an operational and fielded product and then applies to subsequent efforts. This may result in
substantial requirement change. Evolutionary LCM can accommodate technology insertion that is not yet

well-defined or existing at the moment.
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Figure 4. Evolutionary Life-Cycle Model

Similar to Incremental LCM, Evolutionary LCM facilitates early risk mitigation. It is very
flexible and can accommodate significantly changed requirements, requirements perhaps not known in
the initial conception. Through the Integration and Test Phase in each build, the requirements are further
refine and clarify. Evolutionary LCM also provides user with operational capability early in the project.
Valuable end-user feedback is obtained from each delivery. Anther strength of the Evolutionary LCM is

that it can adapt new technology insertion and evaluation over the project lifetime.

The Evolutionary LCM has, of course, its weaknesses. Schedule gap is likely to exist between the
end of one effort and the start of the next effort, causing down time and staffing issues. Engineers may
have to move on to other projects resulting potential loss of knowledge. The customer may accept a
product, that deemed “good enough”, prior to completing all planned efforts. This can have significant
impact to long-term organizational plans. Architecture, design and implementation decisions may impact
subsequent efforts. Temporary workarounds within a development phase can become unchangeable
constraints. As the product life-cycle evolve, the system may bear little resemblance or share little reuse

in common with the starting system.

3.5 Spiral Life-Cycle Model

The Spiral Life-Cycle Model is a modified Waterfall LCM such that the spiral “front end” is the
system definition and rapid concept development (see Figure 5 and Figure 6). The Spiral LCM is mostly
used for internal company development. It can rapidly develop system concepts and encourage Integrated
Product Team (IPT)/Multi-disciplinary participation. Through the spiral process, design issues and

constraints can be quickly identified before the system concept is set-in-stone.
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Figure 5. Spiral Life-Cycle Model
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Figure 6. Another View of Spiral Life-Cycle Model

One of the major weaknesses of Spiral LCM is that it is difficult to clearly define the exit criteria

in each iteration of the spiral. Engineers often have the tendency to get trapped in the “spiral” mind set, “it

11



will be better design if I can spend more time on it”. This behavior may continue even after detail design

efforts are already under way.

3.6 Selecting Life-Cycle Model

Each of the LCM has its own strengths and weakness. Raytheon IPDS provides guidelines for the

LCM selection criteria (see Table. 1).

Time Relationship between Data & Processing Static . . . .
Dynamic . .

External Behavior of Majority of Entities and Objects|Data Intensive

in the System . . . .
Control Intensive . . .
Algorithmic Intensive . . .

Predictability of Problem Solution Deterministic . . .
Non-deterministic . .

System Complexity Low . . .
Medium . . ° °
High . °

Development Duration <1 year . . .
1- 3 years . . .
> 3 years . .

Project Management / Project Control Cost Impacts |[Additive factor compared to

Waterfall 0 02 03 02
Acquire a Staff in Time for Project Execution All available . . . .

Some available . . .
Changes to a Fielded / Heritage System Small to moderate changes to

heritage system . .

Large changes to heritage

system . .
Frequency of Anticipated Changes Low . . . .
(Requirement Volatility) Medium . . .

High .

12



Anticipated Magnitude of Requirement Low o o o
Changes (Scope/Depth of System) Medium o o
High o
Technology Insertion Existing technology o o o
New technology o o
Future technology (within project
lifetime) o o
Anticipate Scope of Requirement Change (Breadth) |Small o o o
Medium ° ° °
Large ° °
What is the Ability to Mitigate Risk As a Low o
Life-Cycle Model? Moderate o o
ngh ° °
Requirements Maturity (#TBDs or #TBRs), Mature o o o
1- (#TBDs+ TBRs / #TOTAL Regs) Moderately Mature o o
Immature o o

Note: Lack of a ““ e “means that the LCM is not as well-suited; it can still be used, however.

Table 1 LCM Selection Criteria Matrix

Based on these criteria, Incremental and Evolutionary LCM seem to be the better choices for
projects with higher risk and higher anticipated requirement changes. In practice, however, projects and
systems that involve deliverable items of integrated hardware and software rarely use the Incremental and
Evolutionary LCM. This is partly due to the fact that the customer (in this case the Department of
Defense) and engineers in the defense industry are not accustomed to these Life-Cycle Models. However,
there is interest from DoD in considering the use of Incremental and Evolutionary. These projects
typically are projects where rapid prototyping is more feasible (such as the ones that are more software

oriented). The Waterfall LCM is still the most frequently use Life-Cycle Model.
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CHAPTER IV
TESTING AS AN INTEGRAL PROCESS

4.1 Testing As An Integral Process

Testing should be an integrated and iterative process throughout the product life cycle (see Fig.
7). It identifies levels of performance and assists the developer in correcting deficiencies during each
phase of the product life cycle. From systems engineering perspective, test planning, testing, and analysis
of test results are integral parts of the basic product definition process. Systems engineering has been
defined in the Department of Defense (DoD) context: Systems engineering is an interdisciplinary
approach to evolve and verify an integrated and optimally balanced set of product and process designs

that satisfy user needs and provide information for management decision making.

Requirement

Design
[

Ly Development

Design

I [
Critical Hardware —»| Integration
Design "| Development g

\
| Software » Validation
Development —l

» Production

A A Y

Testing

Figure 7. Testing as an Integral Part of Development Cycle
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Testing is a significant element in the decision-making process, providing data supportive of
trade-off analysis, risk reduction and requirements refinement. Testing actually consists of two distinct
aspects: Test and Evaluation. Test denotes the actual testing of subject under test — hardware, software,
models, prototypes, production equipments, design concepts — to obtain data, both quantitative and
qualitative. Evaluation denotes the process whereby data are logically assembled, analyzed and compared

to expected performance to aid in making systematic decisions.

One of the main purposes of testing is to identify the areas of risk to be reduced or eliminated.
Testing has many useful functions and provides information to people with different needs. It gives
information to developers for identifying and resolving technical difficulties; to decision makers
responsible for managing the project and for the best use of limited resources; and to the customers/end-
users for refining requirements and supporting development of effective procedures. Test and evaluation
is also an iterative process. As issues and problems are identified during each phase, corrective actions are

taken to resolve the problems so that they will not propagate unnoticed to the next phase.

4.2 Testing in Design Phase

The primary objective of testing in the design phase is to influence system design. Design

evaluation should be fully integrated into the development test cycle; and its purposes are to:

e Determine if critical system technical characteristics are achievable

e Provide data for refining and making the hardware more rugged to comply with technical
specification requirements

e Eliminate as many technical and design risks as possible or to determine the extent to

which they are manageable
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e Provide for evolution of design and verification of the adequacy of design changes

e Provide information in support of development efforts

e Ensure components, subsystems and systems are adequately developed before beginning
operational tests

e Develop test cases and tools to verify the design. Keep in mind that these tools will be

integrated together as a test system at the end.

4.3 Testing in Development Phase

Integrating test and evaluation in the development phase is especially important in complex
systems. Complex systems have to be divided into smaller sub-systems in order to be manageable. The
interfaces of the sub-systems must be well defined in order to guarantee the system will function properly
when all the sub-systems are integrated together. Sub-system level testing can verify all the necessary
interfaces and the sub-system itself meeting the specification. In reality, this can be a very difficult task.
It is crucial to identify design issues as early as possible. Defects and design issues cost much less to fix at
design phase and development phase. This is especially true for complex systems. Ideally, failure on one
component should only affect the immediate sub-assembly. By isolating and fixing the failure of that
particular component, the other sub-assemblies and higher assemblies should not be affected. However, in
the case of systems that are more inter-dependent, failure in a single sub-assembly could affect the entire
system. For example, optical systems that require precise optical alignment and tight tolerance may fall
into this category. Fixing a sub-assembly in an optical system may require re-alignment for all assemblies
of the entire optical path. The re-alignment can be labor intensive and very costly. Product designers

should eliminate as much single-point failures as possible.

As electronics design becomes more and more complex and constant advancing of technology,

hardware designers are facing difficult challenge to come up with robust designs. Design for Testability is
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one of the most cost-effective ways of tackling quality problems. It is only effective, however, if it is
performed properly and at the proper time. It is also important to utilize previously used and develop new

test cases, tools and test equipment to verify the design.

4.3.1 Prototyping

Rapid prototyping is the desire method to ensure the design would meet the defined requirement.
A design that meets all requirement and works perfectly the first time only happens in the realm of
fiction. Prototyping allows problems to be identified early design and development. Prototyping is most
beneficial for software product or product that has a large amount of user-interface. It is extremely
valuable if the customer can involve in this process. Direct feedback can be obtained from the customer to

be sure it will meet the customer needs and expectation.

However, for product that are hardware oriented, rapid prototyping may not be feasible. Testing
is even more important if very limited prototyping is allowed. All the critical parameters of the product
need to be tested. Due to the complexity of today’s electronics and very often the design tasks are spread
to multiple teams, design issues or faults are likely found in preliminary design. There are many
techniques that are available to ease the task of testing. They will be discussed in details in the following

chapter.

4.4 Testing in Integration Phase

This is the phase of the development where the system gets integrated together. Testing is done to
ensure components, subsystems and systems are integrated properly. All the interfacing issues should be
tested and worked out here. The final goal is to verify the functionalities of the integrated system meet the
requirements. Again, the test tools and equipments that have been built up are utilized to verify the system

functionalities. A test set maybe develop here for automating functional tests if a functional test set is
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required or if such a test set is valuable for production testing. Base on functional test results, minor
changes and modifications are made to the design. Reworks and redesign are costly at this point.

Hopefully, major changes and issues are addressed prior to this phases.

4.5 Testing in Validation Phase and Production Phase

Testing in validation phase is the final testing of the product to verify whether it meets all of the
requirements. A functional test set if required or needed should be complete in this phase and to serve as

the test bed for validating the system.

After the system has been validated, the process will move on to the production phase. The
functional test set developed during the development can be used in the production phase to verify each
production system meets all the requirements. Test data collected during production testing can aid and
identify detects that points to faulty components or manufacturing processes. It can also identify possible

and potential design defects and weaknesses that need to be addressed in the future revisions.

4.6 Dealing with Knowledge Loss

As mentioned earlier, knowledge lost is a serious problem in the waterfall model. Different test
activities take place during the design phase and development phase. Very often, hardware and product
designers may even develop tools and hidden features to aid testing and verifying the design. These tools
maybe experimental in nature but yet provide some fundamental and crucial testing. For example, I often
found hardware engineers create additional functions in the FPGA code. These functions are not part of
the device requirement but yet they are very useful tools to verify the functionality of the FPGA and the
other components that are linked to the FPGA as well. However, these functions in most cases are not

documented. As the hardware and product designers move on to other projects, the knowledge is also lost.
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To be value-added to the product life cycle, test activities must be a coordinated effort.
Collaboration between design, software, hardware and test engineers not only can improve the design of a
product; it can have extensive cost saving as well. In the previous example of hidden features developed
by hardware and product engineers, these hidden features can possibly to great tools during the
acceptance test of the product. With the help of test engineers, many of these test activities can be

developed as tools that can be re-used through the different phases of the product development cycle.

4.6.1 Collaboration Tool

Starting April 1, 2004, Raytheon is implementing Documentum eRoom as the enterprise standard
Teamware service. eRoom, a collaboration tool, provides a virtual space or ‘room’ for members of a
project team to plan, collaborate, make decisions and accomplish their team objectives. eRoom is web-
based tool supporting team collaboration through document sharing, electronic discussions and decision
making, shared databases and team calendaring. Figure 8 shows the user interface of eRoom [11:

Raytheon RTN Collaboration Center, 2003].

eRoom has the Project Plan (see Figure 9) function that can keep track of the project progress,
set up milestone and notify users if certain tasks are overdue [11: Raytheon RTN Collaboration Center,
2003]. eRoom also provides access control. Depending on the role of the user, the user may create, edit,
view different entries within eRoom. A project team can create a ‘room’ that contains as many user-
defined databases as needed for such purposes as milestones, issues, contacts, action items, document
approvals, etc. A forum can be set up within eRoom for users to discuss issues they encounter during the
development of the project. eRoom is web-based application that users and can access 24/7 across the
globe. Useful information such as lessons learned can be captured in a database anytime during the
development, not afterward while some of the knowledge can possibly be lost or incorrect. This is

extremely helpful in solving the issue with knowledge loss during the product life cycle.
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CHAPTER V
LEVERAGING CURRENT TECHNOLOGIES

5.1 Technologies that help

Many technologies are available to help ease the task of test and evaluation. One common
characteristic of these technologies and tools is that they need to be carefully planned early in the

development cycle because they have great impact to the design and architecture.

5.2 JTAG (IEEE-1149.1)

5.2.1 Some History

The traditional method of testing circuit card was bed-of-nails which employed small spring
loaded test probes to make connections with solder pads on the bottom of the board. The test fixtures
were custom made and expensive, and much of the testing could not be performed until the design is
complete. As circuit boards get smaller and surface-mount packaging technology improved, the bed-of-

nails method becomes ineffective and inefficient.

A group of European electronics companies formed a consortium in 1985 called the Joint Test
Action Group (JTAG) to address the problems with circuit card testing [8: JTAG Technologies, 2001].
The result was a specification for performing boundary-scan hardware testing at the integrated circuit (IC)
level. In 1990, the specification was standardized to become IEEE 1149.1, a standard that established the
details of access to any chip with a JTAG port. IEEE 1149.1 is a standard specifying how to control and
monitor the pins of compliant devices on a printed circuit board. The specification IEEE 1149.1 devised
uses boundary-scan technology, which enables engineers to perform extensive debugging and diagnostics
on a system through a small number of dedicated test pins. Signals are scanned into and out of the I/O

cells of a device serially to control its inputs and test the outputs under various conditions.
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Signal Name Required Description

TDI Yes Test Data Input

TDO Yes Test Data Outpug

TCK Yes Test Clock

TMS Yes Test Mode Select
TRSTB Optional Test Reset (Active Low)

Table 2 IEEE 1149.1 TAP Signals

The IEEE 1149.1 standard only outlined the addition of a set of four (optionally five) Test Access
Port (TAP) pins to the device package and the op-codes for the 16 state machine that allows the
observation and control of the device states. Table 2.0 depicts the TAP signals on the JTAG interface [10:
Leroy’s Engineering, 1998]. The definition and adoption of IEEE 1149.1, as the circuit board testing
community called it, was the most promising advances in electrical testability in the decade of the 90s.
However, only in recent years have Automated Test Equipment (ATE) manufacturers begun to embrace
the standard in software that is able to quickly generate test coverage for both single components and
chains of IEEE 1149.1 compliant devices. Interconnection Boundary Scan components into chains by
tying the output of one component to the input of the next is the real key to decreasing the test access
requirements of predominantly digital assemblies. There is even more sophisticated software that enables
the generation of automatic tests of components that are non-scan compliant, using the boundary scan
register instead of tester electronics. This technique further decreases the test access requirements of the

circuit board.

5.2.2 Application

Most devices such as Digital Signal Processors (DSP), Field Programmable Gate Arrays (FPGA),
Application Specific Integrated Circuits (ASIC) have JTAG built-in or can have JTAG implemented.

These devices can be seen at many commercial and military electronics.
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The standard test process for verifying a device or circuit board using boundary-scan technology
is as follows:
The tester applies test or diagnostic data on the input pins of the device.
The boundary-scan cells capture the data in the boundary scan registers monitoring the
input pins.
Data is scanned out of the device via the TDO pin, for verification.
Data can then be scanned into the device via the TDI pin.

The tester can then verify data on the output pins of the device.

Simple tests can find manufacturing defects such as unconnected pins, a missing device, an
incorrect or rotated device on a circuit board, and even a failed or dead device. The primary advantage of
boundary-scan technology is the ability to observe data at the device inputs and control the data at the

outputs independently of the application logic.

Another benefit is the ability to reduce the number of overall test points required for device
access. In traditional circuit card design, test signals are brought out to the primary connector or to its
dedicated test connector. For more complex circuit cards that require many analog and digital signals, the
primary connector may barely have enough pins to accommodate these signals. Reserving pins for test
signals sometimes are not feasible. A separate test connector for the test signals maybe viable in some
cases, but it increases the cost in fabrication. Other times the test connector may not be accessible at a
higher assembly level, limiting testing only available at lower assembly level. With boundary scan, there

are no physical test points. This can help lower board fabrication costs and increase package density.

Boundary scan provides a better set of diagnostics than some other test techniques. Conventional

techniques apply test vectors (patterns) to the inputs of the device and monitor the outputs. If there is a
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problem with the test, it can be time consuming to isolate the problem. Additional tests have to be run to
isolate the failure. With boundary scan, the boundary-scan cells observe device responses by monitoring
the input pins of the device. This enables easy isolation of various classes of test failures, such as a pin

not making contact with the circuit board.

Boundary scan can be used for functional testing and debugging at various levels, from internal
IC tests to board-level tests. The technology is also useful for hardware/software integration testing. For
instance, Input/Output ports on a circuit card can be designed with loop-back capability. Design 1/O ports
so that loop-back (possibly with the addition of an external connector) is possible (see Figure 10) [12:

XJTAG, 2004].

This can allow testing to be performed through any off-board connections and greatly increase
test coverage. Design this facility for both analogue and digital interfaces if possible. Simple loopback
connectors will suffice for most interfaces (e.g. Ethernet, RS232, RS485 etc.) but external test circuitry
can aid this if necessary and this can even controlled by the TAP chain if this is extended through the I/O

connector.

Loopback
Caonnector

Figure 10. 1I/0 Ports with loopback capability
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5.3 In-Circuit Test Flying Probe vs. Bed-of-Nails

5.3.1 Bed-of Nails In-Circuit Test

In-Circuit Testing (ICT) is a process of verifying the electrical integrity of a circuit subassembly
by probing test points scattered across the board’s surface. It is commonly use for prototype testing as
well as production testing. For automated testing, the probes are spring-loaded “pins” mounted on a thick
phenolic plate and wired separately to a switching matrix. The switching matrix is an array of relays that
connects the appropriate pins to the current sources and voltage-measuring instruments required at each

step in the test procedure.

The phenolic plate carrying hundreds to thousands of spring-loaded pins resembles a bed of nails,
and test engineers have adopted the term “bed-of-nails fixture” for the plate (see Figure 11. [1: Ed Crane,
Ed Kinney and Bill Jeffrey, 1999]). Each nail is positioned so that, when the board is placed on the fixture
and pulled down by a vacuum apparatus, the nail contacts its target test point without shorting to
neighboring circuit structures. Figure 10 shows a typical bed-of-nails fixture. ICT can verify the existence
of conducting paths, rule out the possibility of short circuits, measure individual resistors and inductors,
and detect the presence and orientation of diodes, transistors and integrated circuits. ICT typically cannot
determine the polarity of polarized capacitors or identify missing bypass capacitors. However, it can

detect shorted capacitors and open inductors.

Basic ICT has been enhanced over the years with techniques that overcome its limitations in the
face of advancing technology. For example, when integrated circuits became so large that providing probe
targets for significant percentages of the circuit was impossible, ASIC engineers developed the boundary

scan technique. Boundary scan provides an industry-standard method to verify device interconnects
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where probe access is not present. Additional circuits designed into an IC allow the device to
communicate with surrounding devices in a simple fashion and present the results of the test in an easily

detectable format.

Another vectorless technique applies an AC signal through the bed of nails to the device under
test. A sensor plate pressed against the top surface of the device under test forms a capacitor with the
device’s lead frame and couples a signal to the sensor plate. The absence of the coupled signal indicates
an open solder joint. The labor needed to devise a test program for a large, complex board is monumental.
Luckily, automated test program generation (ATPG) software can automatically design the required
fixture and test procedure based on the PCBA’s CAD data and libraries for specifications of the
components placed on the board. While these techniques help reduce the program generation time, the
prove-in of the high node count test program and fixture is still a time-consuming and technically

challenging endeavor.

One major disadvantage of Bed-of-nails is the high cost of fixturing. A fixture is mechanical,
needs maintenance, and is not easily adaptable to change. Good progress has been made in fixture cost
reduction over the years, but as boards become more dense and components become more complex, the

fixture becomes increasingly difficult to build, and the cost goes up again.
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Figure 11. ICT Bed-of-Nails fixture

5.3.2 Flying Probe In-Circuit Test

A flying probe is an ICT that does not need a bed-of-nails fixture. Instead, several very sharp
probes move over the board to perform electrical tests. Flying probe test systems are now the platform of
choice for prototype testing. The most obvious and appealing attribute of the flying probe tester is the
fixtureless design, eliminating the expense and time lag of ICT fixture changes. Next, and perhaps an
equally important attribute, is the flexibility that the flying probe tester gives the test engineer. With a
flying probe tester, engineers can take computer aided design (CAD) system data and quickly incorporate
design changes into a test program, measuring the results instantaneously. This capability allows test

engineers to keep pace with the ever-increasing stream of new products and product revisions.

When flying probe testers were first introduced, many of them did not have a test program
generator. Test program generation on the earlier models would take an average of 3-6 days to generate
and debug a new program. Today, flying probe test systems have evolved into much more sophisticated

systems with extended facilities for program generation and debug, along with an extensive test portfolio.
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To be an effective tool for today's electronics manufacturers, a flying probe tester should be
capable of generating a complete test program for a 1000 net board in less than an hour and finish test

program debugging in less than a day.

The best flying probe test systems have software that offers a variety of debugging tools,
including validation of the test location, a graphical interface to change test locations, board layout and
intelligent schematics tools, and menus that will show all the measurement parameters and the current
measurement results. All of the board information, net information, component information and

component data sheets should be available to the user.

At the end of the test program debugging, the user can compile the test program in an .exe file
and protect it against change. After test program compilation, the programmer can release the test

program for use by the operator.

As test and manufacturing engineers look for ways to efficiently and cost-effectively build new
products, they have discovered that the flying probe tester can play a significant role in a production
environment. Whether the producer is an OEM or contract manufacturer, the cost pressures are the same,
and the need to employ the best test strategy is essential. Just as fixture costs have made the flying probe
tester a logical choice in prototype testing, this has also become the case on the production floor.
Significant throughput improvements have made flying probe testers fast enough to become an integral

part of a successful test strategy.

There are many fixture-related reasons why a flying probe tester is a more logical choice than a
bed of nails ICT tester. First, the space needed for test locations for a bed of nails tester has become
smaller and smaller, leading to test fixtures that are more expensive and less reliable. Figure 12 shows the

testing of a surface mount circuit card using flying probe [2: Gary J. Boutin, 2002]. Flying probe testers
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can contact pads as small as 6 mils, vs. 25 mils for a fixture. More importantly, the available locations for
test points on a fixture are diminishing, forcing the use of either an expensive double-sided fixture or a
compromise in test coverage. The loss of test coverage is of critical concern and is a key motivator behind

the use of flying probe test systems in production.

r.

Figure 12. Flying Probe Testing a Printed Circuit Card

On the down side, because the flying prober is a mechanical assembly and uses moving probes
rather than switching relays, it is five to 10 times slower than a conventional ICT. The average capital
cost of a basic flying probe tester is nearly double that of the conventional bed-of-nails ICT. Figure 12

depicts a conventional bed-of-nails ICT.
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Figure 13. Agilent 3070 In-Circuit Test

5.3.3 The Best of both worlds.

Both bed-of-nails and flying probe have their advantages and disadvantages. However,
implementing JTAG to ICT can benefit both bed-of-nails and flying probe. Implementing JTAG with
bed-of-nails can reduce the amount of pins and simplifies the fixture and yet allowing very high fault
coverage of circuit card testing. Implementing JTAG with flying probe can reduce the area required for
probing and thus reducing test time. However, to take advantage of the technology, the design engineers
need to start their design with using JTAG in mind, which will affect the part selection, layout, etc. It is
unfortunate that this author has seen circuit card designs that did not make use of this powerful tool or did
not implement it correctly and rendered the debugging and boundary-scan useless. Instead of 95% fault
coverage, testing was resorted to bed-of-nails which had a less than 30% fault coverage. To achieve
higher fault coverage in these cases not only are costly, sometimes it is simply not feasible. Testing

cannot be an after thought but an integrated part of a design.
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5.4 Built-In-Test/Built-In-Test Equipment (BIT/BITE)

Build-In-Test is an integral capability of the system or equipment that provides an automated test
capability to detect, diagnose or isolate failures. Build-In-Test is a common in both commercial and
military applications. Built-In-Test Equipment is a subset of BIT. It is a device or circuit contained within
a system or equipment whose primary function is to support one or more of the test modes or

environments of that system or equipment or of its components [4: Raytheon IPDS, 2003].

5.4.1 Commercial Application — Example : OBD-II

All passenger vehicles sold in the U.S. since the Mid-90s are required to have OBD-II (On Board
Diagnostic-II) system implemented. It is primarily to meet EPA emission standards, but it also provides
real-time diagnostic to vehicle’s failure. Failure codes are logged and can be retrieved with the
appropriate reader. When an abnormal is logged, the OBD-II will inform the driver with the check-engine

warning light.

Controller Area Network (CAN) Bus is the most commonly used interfaced for module-level
communication in automotive application. Real time diagnostic data is transmitted on CAN Bus. A
simple two-wire differential serial bus system, the CAN Bus operates in noisy electrical environments
with a high level of data integrity, and its open architecture and user-definable transmission medium
make it extremely flexible. Capable of high-speed (1 Mbits/s) data transmission over short distances (40
m) and low-speed (5 kbits/s) transmissions at lengths of up to 10,000 m, the multi-master CAN Bus is
highly fault tolerant, with powerful error detection and handling designed in. Developed by Bosch in
Germany, CAN Bus was originally designed specifically for the automotive market, which remains its
primary application area today [7: CAN Bus in Automation, 2004]. The actual diagnostic functionality,

however, has to be implemented at the module level with firmware and/or software.
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5.4.2 Military Application — A case study: Bradley A3

BIT is extensively used in military applications as well. In the article “Effects of Built-In-
Test/Built-In-Test Equipment for A3 Bradley Improved Bradley Acquisition System (IBAS)”, Suzanne
Birdsong stated the benefits for a well design BIT/BITE in a complex system [3: Suzanne Birdsong,
2001]. The following is the case study on the A3 Bradley. The Bradley Fighting Vehicle System (BFVS)
A2 and prior models required the use of extensive diagnostic test equipment to troubleshoot and repair its
subsystems. The result was a Mean-Time-To-Repair (MTTR) higher than desired for a combat vehicle
that had a high readiness requirement. MTTR, simply puts, is how quickly and easily the system can be

fixed.

The BFVS A3, the predecessor of the BFVS A2, was upgraded with the Improved Bradley
Acquisition System (IBAS). The IBAS serves as the main sighting subsystem for the BFVS and the fire
control for the TOW missile system and guns. It houses an Infrared detector for night vision, a daytime
camera, xenon beacon tracker for TOW guidance, direct view optics and a laser range finder. While the
IBAS increased the capability of the A3, the complexity of the subsystem also had the potential to
decrease MTTR, the vehicle readiness and increase life-cycle costs. To mitigate this risk, one of the major
enhancements of the A3 is the integrated maintenance diagnostics and Built-In-Test/Built-In-Test
Equipment. In addition, the reliability, availability, and maintainability (RAM) policy in DOD 5000.2,
states that RAM issues should be addressed early in the acquisition cycle to meet operational

requirements to reduce life-cycle costs.

To meet the RAM policy in DOD 5000.2, the Close Combat Anti-Armor Weapons Program
Management Office (CCAWS PMO) incorporated a “bottoms up” approach. The CCAWS PMO
required the IBAS contractor, Texas Instruments (Note: The defense division of TI was acquired by

Raytheon Company in 1997), to address and incorporate BIT/BITE as part of the design starting at the
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circuit board level. For example, each circuit board was required to have some sort of BIT/BITE and was
addressed at each design review. Texas Instruments (TI) was also tasked to eliminate the 180 day
preventive maintenance required on the sighting system for the BFVS-A2. To accomplish this, TI was
given the 180 day Verification Test Maintenance Manual for the A2 and told to embed BIT/BITE
capabilities into the subsystem. An example of what TI was able to accomplish is the internal targets for
the sensors (FLIR, Xenon Beacon, day camera and DVO). In order to determine the condition of the
sight sensors for the A2, a collimator with special targets was required to determine the health of the
subsystems. This piece of test equipment was cumbersome to use and required intense man-hours to set
up and use. With the internal targets built into the IBAS, this piece of test equipment was eliminated. The
IBAS was capable of testing itself using the internal targets and notifying the operator of the condition of
the unit. Not only did the IBAS eliminate a piece of test equipment but this test does not require a

specialized skill.

BIT/BITE can be a cost driver. In order to determine the amount of BIT/BITE necessary to meet
the users needs, CCAWS PMO used the BFVS-A3 Failure Modes, Effects and Criticality Analysis
(FMECA) for the sighting subsystem. The FMECA is a procedure that analyzes each potential system
failure mode to determine its results or effects on the system and to classify each potential failure mode
according to its severity. The purpose is to provide a safer and more reliable initial design. The FMECA
also helps to identify single points of failure that show how the failure of one component can cause the
failure of the entire subsystem. Through the use of the FMECA, TI was able to identify what BIT/BITE
was needed to meet the BFVS requirements and save cost that could have been incurred by developing

unnecessary BIT/BITE.

Because of the early focus on maintainability during the IBAS development, key features such as
BIT/BITE were implemented into the subsystem design to reduce the maintenance hours and test

equipment. The obstacle that was faced by an early focus on maintainability was resistance by those
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personnel who had been accustomed to waiting until later in the development cycle to address logistics.
In development of systems and subsystems, most of the focus is on making the system meet the mission
requirement and putting off the support issues until later. It was only through the dedication and
persistence of the logistic community, and an unusual relationship with engineering, that the development
of BIT/BITE was given the same priority as the mission requirements. The lesson learned was that early

focus on logistics has a significant impact on the maintainability of the system throughout its life cycle.

It is important that logistical issues be addressed early in the life cycle of a system. During the
development, logistical issues must be given the same priority as the system mission requirements.
Program Managers must be made to understand that the cost incurred up front for logistics equals a
savings later in the life cycle. The PM must also understand that by addressing logistics up front there is
greater potential of reducing the MTTR and increasing the Operational Availability of the system. The
BFVS-A3 was able to accomplish a reduction in MTTR by eliminating test equipment and replacing it

with BITE and incorporating BIT.
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CHAPTER VI
DESIGN FOR TESTABILITY

6.1 Design For Testability (DFT)

A quick search on the Internet reveals many hits on key words “Design for Testability”. Many of
those hits are from various universities and educational institutes. Courses are offered on the subject of
Design for Testability, mostly under the department on Electrical/Electronics and Computer Engineering.
Many companies offer consulting services and turn-key solution in Design for Testability as well.
Integrated Circuit (IC) manufacturers are leading in the research and application of Design for Testability.
Due to the high volume nature of IC’s production, IC manufacturers have to verify the chip design and
test 100% of their products. Any manufacturing defects and more importantly design defects have to be
caught before the product is out on the market. Failing to do so not only extremely is costly financially
but can also negatively impact a company’s reputation. In 1994 the Floating Point Division (FDIV) bug in
Intel Pentium CPU not only was a tremendous cost to Intel financially; it also generated a lot of negative
publicity. With rival Advanced Micro Devices (AMD) gaining market share, that kind of publicity was

really costly to Intel reputation.

The cost of fabricating an IC continues to fall as fabrication process advances. However, the Cost
of Test (COT) keeps rising due to the increase in complexity, especially for System-on-a-Chip (SOC)
devices. Cost of Test becomes an increasing portion of semiconductor device manufacturing cost.
According to the white paper “Reducing Cost of Test Through DFT” by Agilent Technologies [16:
Agilent Technologies, 2004], a Design for Testability solution must span the entire System on a Chip
development process from design to high volume test to realize the potential Cost of Test and Time to
Market (TTM) savings. Figure 14 illustrates the SOC development process, using an example of the cores

that might comprise a DVD SOC.
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Figure 14. SOC Development Process

Advanced IC design and manufacturing is one of the most technically challenged industries. IC
manufacturers need keep pace with Moore’s law and with the continued density and performance
improvements delivered by IC process technology. Realizing the benefits and cost saving of design for
testability, significant investment is made by IC manufacturers during the design flow to ensure
testability. According to the white paper, design for testability can account for as much as 50% of the total

design cost. There are several factors to take into account in the design phase:

e Design engineering time spent to ensure testability by incorporating DFT techniques
e Licensing charges for third party DFT IP to be integrated into the SOC
o Cost of chip real estate used for DFT.
e Test engineer’s time to bring a device into manufacturing.
e Cost of capital equipment and the necessary services and support to support the test
engineers.
e Cost to spin a device if the first design doesn’t work, which includes:
e Re-design the part
e Cost of a new set of masks

e Cost to run a new batch of silicon.
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These factors, with a few exceptions, are applicable to any product that involves hardware design

and development.

6.2 DFT Process

As systems become more and more complex, the days when design, test and production could
afford to be isolated entities have been long gone. Designs cannot be complete to the functional
requirement and then “thrown over the wal”l. In order to meet cost and schedule constraints, the
development of a product must involve collaboration between the different entities. This collaboration
must begins in the earliest stages of a product’s conception and be ongoing. Design, hardware, software,
test and production engineers must bring their own expertise and experience as well as their own goals to

the table in order to truly driving for a successful product.

Design for testability addresses the need to: 1) collect data during the development process
concerning particular performance characteristics; 2) enable efficient and economical production by
providing ready access to, and measurement of, appropriate acceptance parameters; and 3) enable rapid
and accurate assessment of the status of the product to the lowest repairable element when deployed.
Many hardware systems have testing circuits designed and built-in. This early planning by design
engineers allows easy testing for fault isolation of circuits, both in system development phases and during

operational testing and deployment.

The design for testability process typically involves the following steps (see Figure 14):
1. Define testability objectives
2. Select testability techniques to influence design

3. Conduct trade studies
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4. Check testability

5. Verify whether design meets testability needs. If not, repeat steps 2 through 4.

Input Process
Objectives:
- Fault Coverge
: Q‘;ﬁif,?,‘i';’;"‘y Define Testabiltiy
- Isolation Objectives
- Interfacing with Test
Equipment
Techniques: Select Techniques to
- Built-In Test N Influence Design
- Built-In Self Test g

- Boundary Scan

- Partition
- Initialization
- Loop-back
- Test Points
Conduct Trade
Studies
Testability Analysis » Check Testability

Satisfy
Testability
Needs?

Figure 15. Process for Design for Testability
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The testability objectives can include fault coverage, accessibility, reliability, isolation,
interfacing with test equipment, etc. The proper testability techniques should be selected to influence the
design. Trade studies are to be conducted to balance between cost and effectiveness. Finally an analysis is
required to see if the design meets the testability needs. This process provides a guideline and is to be
implemented with flexibility. All of the techniques and technologies described in Chapter 5 can be
applied to step 2. These techniques and technologies will be obsolete someday. As new techniques and

technologies are available, they should be applied accordingly.
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CHAPTER VII
Raytheon Integrated Product Development System (IPDS)

7.1 Introduction

The Raytheon Integrated Product Development System (IPDS) is a common process to support
program management and engineering development throughout the product life cycle, from program
pursuit to definition to design and production [4: Raytheon IPDS, 2003]. The purpose of IPDS is to
enhance Raytheon customer‘s success and to provide the discipline necessary for program predictability,
performance, and reliability. Raytheon IPDS has a collection of processes, discipline sub-processes,

methods, tools, training and best practices. Figure 16 is a pictorial view of the IPDS structure.

~PDP

Discipline Processes

Methods and Tools

Process Management

Figure 16. Structure of Integrated Product Development System

IPDS is truly a “system” of processes. Within the structure of IPDS are the following
components:
e Integrated Product Development Process (IPDP)
e Product Processes

e Discipline Processes
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e Methods and Tools

e Process Management

Integrated Product Development Process (IPDP) describes “the way Raytheon do business” in
general, on all programs. Product Processes integrate Discipline Processes into a process used to produce
a specific product (e.g. an Antenna or a PGA). Discipline Processes describe a set of activities disciplines
perform that are common across several products (e.g. Systems Engineering or Software Development).
Methods describe “how” to perform detailed processes (e.g. Risk Analysis, Thermal Analysis, etc.). Tools
automate execution of the processes (e.g. CAD/CAM). Process Management Processes describes “how”

to deploy and manage all the processes in IPDS.

In May 1995, consistent with the Department of Defense (DoD) efforts to implement best
commercial practices, the Secretary of Defense directed "a fundamental change in the way the
Department acquires goods and services. The concepts of Integrated Product and Process Development
(IPPD) and Integrated Product Teams (IPT) shall be applied throughout the acquisition process to the

maximum extent practicable."

IPPD evolved in industry as an outgrowth of efforts such as Concurrent Engineering to improve
customer satisfaction and competitiveness in a global economy. During the summer of 1995, the Office
of the Secretary of Defense (OSD) surveyed over 80 government and industry organizations regarding
their IPPD policies and practices. Using those survey results, OSD published the DoD Guide to
Integrated Product and Process Development (Version 1.0), dated February 5, 1996. The DoD Guide to
IPPD was developed to provide a general understanding of DoD’s perspective on IPPD. DoD defines
IPPD as “a management technique that simultaneously integrates all essential acquisition activities

through the use of multidisciplinary teams to optimize the design, manufacturing and supportability
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processes. There are basically ten tenets for IPPD listed as follow (see description of the tenets in

Appendix C):

1. Customer Focus

2. Concurrent Development of Product and Processes

3. Early and Continuous Lifecycle Planning

4. Maximize Flexibility for Optimization and Use of Contractor Approaches
5. Encourage Robust Design and Improved Process Capability

6. Event Driven Scheduling

7. Multidisciplinary Teamwork

8. Empowerment

9. Seamless Management Tools

10. Proactive Identification and Management of Risk

Raytheon IPDS and IPDP are based on the ten tenets of DoD IPPD.

7.2 Integrated Product Development Process

Raytheon IPDP has a seven-stage architecture: 1) Business Strategy Execution, 2) Project
Planning, Management and Control, 3) Requirement and Architecture Development, 4) Product Design
and Development, 5) System Integration, Verification and Validation, 6) Production and Deployment,

and 7) Operations and Support (see Figure 17) [4: Raytheon IPDS, 2003].
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Figure 17. IPDP Architecture

IPDS also defines gates that are inserted into different stages of IPDP Architecture. Gates are

reviews at key milestones across a program life cycle. There are a total of eleven gates:

e QGate 1 — Opportunity Review

e QGate 2 — Win Strategy Review

e Gate 3 — Pre-Proposal Readiness Review

e QGate 4 — Proposal Review

e Gate 5 — Project Start-Up Review

e Qate 6 — Initial System Functional Review

e QGate 7 — Internal Preliminary Design Review

e QGate 8 — Internal Critical Design Review

e Gate 9 — Internal Test/Ship Readiness Review

e @Gate 10 — Internal Production Readiness Review

e QGate 11 — Transition and Closure Review
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Gates 1 through 4 are business decision related; while gates 5 through 11 are regarding program

execution (see Figure 18) [4: Raytheon IPDS, 2003].

Systems Engineering, being responsible for the technical integrity of a product/system, ties
closely to the seven stages of [IPDP. In fact, system engineers have the technical role throughout all stages

of a program life cycle under IPDS.
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Figure 18. IPDP Gates
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Closure

Review
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7.2 Test Engineering Process

The Test Engineering (TE) Process is part of the Discipline Processes under IPDS. TE Process is
described hierarchically, with each hierarchical level providing increasing detail. For example, the Test

Engineering Development Process consists of five (5) stages as shown in Figure 19 [9: Raytheon, 2003].
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Figure 19. Test Engineering Development Process Top Level Flowchart

The numbering of each phase (e.g. TE-01) is directly correlated to the seven stages of IPDP. Each
of the stages expands into logical, additional levels of detail. Figure 20 depicts a hybrid view of first and
second level flowchart for Test Engineering Development Process (TEDP) [9: Raytheon, 2003]. Task
Descriptors have been developed for each process task. These Task Descriptors provide a summary of
Inputs, Outputs, Task, Exit Criteria and References unitized by that task. The objective of the TE process
is to plan for develop, and implement an optimum set of embedded test components and external test
systems for the support of all test activities to significantly reduce cost and cycle time while enhancing
the prime system quality and customer satisfaction. The TE Process covers the entire domain of testing

[14: Raytheon Test Engineering, 2004]:
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e All testing environments from design verification and validation through production test

to final field operation and maintenance.

e The development of both embedded test solutions and test systems.

e The different test levels of the prime system from component to system.
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Figure 20. A Detailed View of TEDP
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Test Engineering Development Process provides very useful and detailed process. However, there
is one major issue with TE Process: it is only “partially” integrated with the IDPD. Test Engineering, in
North Texas at least, is actually part of Hardware Engineering. According the DoD guide to IPPD,
Systems engineering is defined as “a problem-solving process used to translate operational needs and/or
requirements into a well-engineered system solution. It too is an interdisciplinary approach, although
IPPD is broader because it includes not only engineers, technical specialists, and customers, but also
business and financial analysts. Systems Engineering creates and verifies an integrated and life cycle
balanced set of system product and process solutions that satisfy stated customer needs”[15: Department
of Defense, 1996]. Based on this definition and the model of Testing as an integral part of product life
cycle, Test Engineering is much more in-line with Systems Engineering then other engineering discipline.
Testing Engineering, instead of an integral part of the entire product life cycle, has become an “as
needed” functional group. Test Engineering rarely involves in the design and development phases. Instead
of a tool to mitigate risk and reduce cost, testing has become a liability. Part of the cause is because of
budget and schedule constrains. In order to be competitive, programs are running on tight budget and
compressed schedule. Another more influential cause is the cultural barrier. Testing Engineering has
been viewed as a burden and non value-added. This is indeed true, as mentioned in the previous chapters;

if testing is not planned and done appropriately, it is costly and ineffective.

7.3 A Closer Look at IPDP

Raytheon Integrated Development Process provides detailed flow diagrams for each of the seven
stages as mentioned in section 7.1. For instance, Figure 21 is the detailed flow diagram for the Stage 3,
the Requirements and Architecture Development Stage [4: Raytheon IPDS, 2003]. Each of the shaded
boxes will lead to the next level of the flow chart. The sub-process 3-04 Product Preliminary Design, for

example, has a lower level flow chart of its own as shown in Figure 22 [4: Raytheon IPDS, 2003].
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Figure 21. Stage 3 Requirement and Architecture Development
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The process for Product Design and Development is shown in Figure 23 [4: Raytheon IPDS,
2003]. This flow chart shows a major weakness of IPDP. Process 4-01 Technical Tracking, Simulation
and Modeling and Process 4-02 Post-Architecture IVV Planning and Preparation are parallel processes

yet in the same thread in the flowchart.
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Figure 23. Product Design and Development

Test and Evaluation Planning, which has a major role in process 4-02 Post-Architecture IVV Planning

and Preparation (see Figure 24), does not have direct influence on the design flow of the process [4:

Raytheon IPDS, 2003].

Testing, instead of an integral of the design process, spends most of its effort at stage 5, the
System Integration, Verification and Validation (see Figure 25) [4: Raytheon IPDS, 2003]. Testing at this

point of the development is very costly and ineffective as explained in Section 2 of this report.
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In order to implement Design for Testability effectively, Test and Evaluation (Testing) needs to
be an integrated part of the design process. The Product Design and Development Process should be an
Interdisciplinary Collaboration that involves Systems, Hardware, Software, Test, Reliability and

Production/Manufacturing Engineering and other discipline that can relevant to the process (Figure 26).
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Architecture & Preparation Integration,
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Figure 26. Product Design and Development with Interdisciplinary Collaboration

At some of the low-level task descriptors, interdisciplinary collaboration is being specified as part
of the task. However, emphasis of this collaboration should be visible and explicit at the high level, so
that people will make an effort for the collaboration. Implementing testing as an integral part of the
product life cycle, in reality, takes more than a process. People and the company’s culture are just as
important. Collaboration is hard work and really requires extra effort. People are beings of hobbits and are
reluctant to change by nature. Overcoming the “People factor” is likely the biggest challenge to make
collaboration a reality. Tight schedule and budget often drive people away from collaboration. It is true

that without a working design, there will be no product to be tested or manufactured. However, through
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collaboration, a more robust design can be achieved with lower testing and manufacture cost. This is a
Win-Win situation. Management needs to be proactive and understand the culture and operation of
product development. The “One Company” concept is not only important between different business units
within the company, it is just as critical amongst the different engineering disciplines for each and every

projects and products to be successful.

7.4 The Importance of Test and Evaluation

According Director, Operational Test and Evaluation, Office of the Secretary of Defense, in the
past decade, Test and Evaluation infrastructure resources were being reduced. During the same period,
there has been an alarming trend of too many programs entering dedicated T&E (Operation T&E) without
having completed sufficient developmental T&E (Development T&E). As a result, the Services have
conducted OT&E on immature systems and the results reflect the consequences. In recent years, 66
percent of Air Force programs have stopped operational testing due to a major system or safety
shortcoming. Since 1996, approximately 80 percent of Army systems tested failed to achieve reliability
requirements during operational testing [S: Department of Defense, 2002]. This is a very disturbing

finding. Test and Evaluation is indeed very important for a product development life cycle.

A study was done by a Defense Science Board 1983 Task Force that focused on the reduction of
risk in program acquisition [6: Department of Defense 4245.7, 1985]. This group made the following

observations:

e A poorly designed product cannot be properly tested or produced;

e Control techniques needed to successfully complete the design, test and production of an

item dictate the management system required;
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e The industrial process of weapon system acquisition demands a better understanding and
implementation of basic engineering and manufacturing disciplines;

e The industrial process is focused on the design, test and production of a product;

e The design, test and production processes are a continuum of interdependent disciplines.
Failure to perform well in one area will result in failure to do well in all areas. When this
happens, as it does too often, a high-risk program results with equipment fielded later and

at far greater cost than planned.

Although the study was done over twenty years ago, these observations still hold true, even more

so today due to the increase of product complexity.
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CHAPTER VIII
SUMMARY AND CONCLUSIONS

It is not surprising that highly successful companies see the importance of test and evaluation as
an integral part of their product life cycle. Testing has many useful functions and provides information to
people with different needs. It gives information to developers for identifying and resolving technical
difficulties; to decision makers responsible for managing the project and for the best use of limited
resources; and to the customers/end-users for refining requirements and supporting development of
effective procedures. Test and evaluation is also an iterative process. As issues and problems are
identified during each phase, corrective actions are taken to resolve the problems so that they will not

propagate unnoticed to the next phase.

Integrating test and evaluation into design and development does require early planning. This
involves collaboration between Design, Hardware, Software, Test and Production engineers. Given the
tight schedule and often budget constraint, planning and performing testing in design and development
may seem like a burden at first. However, test and evaluation, if well executed, presents enormous saving
in both cost and time. This is the reason why IC manufacturers make significant investment, as much as
50% of the design cost, during the design flow to ensure testability. Through test and evaluation, risk
areas are identified and can be mitigated early through out the product life cycle. Leveraging current

technologies can improve testability and create better design as well.

In addition to the technical challenge, cultural barriers are obstacles that are even more difficult to
overcome. Collaboration is hard work. It requires a break through of cultural barriers. Different managers
have different goals because they are graded on different objectives. It is easy to lose sight of the
corporate goal of creating a profitable product if that is not the level at which individuals are measured or

rewarded. Strive to keep the big picture in mind when setting objectives. The idea here is to be proactive
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and personally go beyond the job description. Actively enlist the help of others and be willing to help
other as well. Work to instill an atmosphere of cooperation. Cultural barriers do take time and effort to
break. The role of upper management is extremely important. Upper management needs to promote
collaboration and its benefit, as well as providing proper tools that can streamline and encourage
collaboration. In 2002, DoD hired Science Applications International Corporation to conduct a study of
Commercial Industry Best Practices in Test and Evaluation to determine what can be potentially
applicable to DoD Developmental Test and Evaluation [13: Science Applications International
Corporation, 2002]. The study team visited commercial companies well known for producing quality
products and to determine the best practices that make them successful. These companies, to name a few,
include Boeing Commercial Airplane, Intel, Lucent Technologies, Motorola, Xerox. Two of the six traits

found common among these companies:

e There is corporate emphasis on global consistency of operations to include testing. This

puts a premium on consistent, configuration Controlled standards and process.

e Senior personnel are knowledgeable of test and understand the Value and cost of testing.

It is not coincident that these companies have these common traits. They all see the value and

importance of testing, particularly testing as an integral part of the product life cycle.
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APPENDIX A
Raytheon Integrated Product Development System

Note: This is the description for Raytheon IPDS from Raytheon’s public website

Raytheon brings order to the confusion and chaos of high performance
system design and integration

Raytheon's Integrated Product Development System (IPDS) is a collection of business processes
and tools that Raytheon uses throughout the product lifecycle - from business development to technical
support to increase our speed, our cost-effectiveness and our ability to meet our customer’s needs. At its
heart are the principles of knowledge sharing and data reuse. It provides templates, guidelines, training,
subject matter experts, and well-defined processes, among other things, to streamline every stage of
product development. IPDS enables us to concentrate on what is most important: meeting and exceeding

our customer’s expectations.

The Way We Do Business

Raytheon's defined process allows us to leverage all the advantages of our size and yet act with
the speed and agility of a small company. It streamlines our development schedules, reduces our cost and
our waste, and helps us respond and adapt quickly to customer requirements. At Raytheon, defined

processes are the way we do business.

Benefits of IPDS

IPDS makes complicated things predictable with things like schedules, costs, logistics and design.
It gives us a solid and proven foundation upon which to build new programs, reducing risks and cost from
the very start. It also builds customer requirements into every stage of program planning. The result is

efficient and precisely targeted programs.
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e Clear focus on customer requirements

e Predictable performance metrics

e Reduced costs through economies of scale and cycles of learning
e Regular, precise communication

e Streamlined program plans and schedules

e Development of robust design.

Get Raytheon's IPDS Working for You

Raytheon’s Integrated Product Development System builds customer requirements into a
integrated master plan and schedule that governs our execution of the entire program. Your objectives,
concerns, strategies and risks are integrated into the task descriptors that define even the smallest of our
program sub-processes. IPDS tailors our time-tested best practices to your specific needs. Whether your
task is achieving the most from commercial components or solving pioneering power challenges,

Raytheon has the experience and the expertise.
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APPENDIX B
A Study of Commercial Industry Best Practices in Test and Evaluation which are
potentially applicable to DoD Developmental Test and Evaluation
Note: The following is the executive summary taken from the article [13: Science Applications

International Corporation, 2002].

Overview

A highly competitive market-driven economy has forced commercial industry to become more
effective and efficient, and this environment has engendered a set of process, organization, management
and operations best practices. Some of these best practices may be applicable to the Department of
Defense (DoD) Test and Evaluation (T&E) operations. Accordingly, the Deputy Director, Developmental
Test and Evaluation (DD, DT&E), Office of the Under Secretary of Defense (Acquisition, Technology
and Logistics), is embarked upon a program to determine commercial best practices and has sponsored

this study to identify those best practices particularly applicable to DoD T&E operations.

Study Approach

The study team visited commercial companies well known for producing quality products under
the assumption that quality T&E is a significant factor contributing to quality. Companies visited are
involved in land, sea and air systems and a variety of DoD relevant technologies. The team met with
senior corporate managers, engineers and technicians. All visits were unclassified. A critical ground rule
was that companies would not be identified in the body of the report with a particular process or practice
because of the potential for unintentional release of company proprietary information. The team focused
on gathering information in four areas based on the DoD model for T&E. The categories are Philosophy,

Policy & Approach; Test Investment; Test Execution; and Test Evaluation.
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Selection of Companies

The team chose top companies to determine the best practices that make them successful. The
corporate environment of these companies fosters the development, growth and application of best
practices. Six particular traits are common across the companies:

e The corporate structures were stable with infrequent turnover of key personnel, leading to
consistency of policy, operations, solutions and investment.

e There is top-down focus on time to market (schedule) and prompt introduction of quality
products into the marketplace. Best practices are necessary to achieve a reasonable profit
in a highly competitive environment.

e There is corporate emphasis on global consistency of operations to include testing. This
puts a premium on consistent, configuration controlled standards and processes.

e There is continuing corporate commitment to a program once initiated.

e Senior personnel are knowledgeable of test and understand the value and cost of testing.

e Corporate management has intense interest in a program’s schedule, cost and metrics.

Efficiency and Effectiveness

Successful commercial companies retain the competitive edge by efficiently and effectively
conducting design, development, T&E and manufacturing. This is reflected and manifested in T&E in
three key ways:

o Early Resource Commitment. T&E is consistently part of the early decision, planning and

execution processes.



e Essentiality of T&E. Corporate management recognizes the value and cost of T&E.
Commercial companies are more likely to increase T&E in both number of cycles and
stringency to assure quality.

e Ensuring Capability. Corporate management takes the responsibility to fund a robust test

capability.

Success Engenders Best Practices and Vice Versa.

Successful commercial companies recognize that an environment that breeds new ideas and

innovation is essential in maintaining a competitive edge. Their T&E environments are no exception.

Conclusions

A number of commercial best practices are applicable to DoD T&E. The following list of best
practices is not presented in any priority order but, rather, in the order these practices are described in the
report. However, those practices highlighted in bold print are considered as providing the highest value

for the effort involved.
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APPENDIX C

Ten Tenets of Integrated Product and Process Development

There are 2 policies that govern Defense Acquisition that are referenced by IPPD. As of the time
of this writing, these policies are under revision. Nevertheless, we provide links to them for your

information:

DoDD 5000.1

"The Defense Acquisition System", an excerpt from the purpose of this document states that this

document "Describes management principles applicable to all DoD acquisition programs."

DoD 5000.2-R

"Mandatory Procedures for Major Defense Acquisition Programs (MDAPS) and Major
Automated Information System (MAIS) Acquisition Programs", an excerpt from the forward of this
document states "This Regulation sets forth mandatory procedures for ...(system)... acquisition".

These policies provide the underlying tenets that are used in Raytheon's IPDS.

IPPD PROCESS

Here is a brief description of the 10 tenets of IPPD, along with a list of IPDS tasks (i.e. an IPDS
thread) that support each tenet. The purpose of providing these threads is to support the decision making
process during IPDS tailoring, as well as to support IPDS process improvement. A program that has a
requirement to implement any of these IPPD Tenets should consider the pertinent IPDS tasks for

inclusion in the program IMP/IMS.
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1. Customer Focus

The primary objective of IPPD is to identify and satisfy the customer's needs better, faster, and

cheaper. The customer's needs should determine the nature of the product and its associated processes.

2. Concurrent Development of Product and Processes

Processes should be developed concurrently with the products they support. It is critical that the
processes used to manage, develop, manufacture, verify, test, deploy, operate, support, train people, and
eventually dispose of the product be considered during product design and development. Product and
process design and performance should be kept in balance to achieve life-cycle cost and effectiveness
objectives. Early integration of design elements can result in lower costs by requiring fewer costly

changes late in the development process.

3. Early and Continuous Lifecycle Planning

Planning for a product and its processes should begin early in the science and technology phase
(especially advanced development) and extend throughout every product's life cycle. Early life-cycle
planning, which includes customers, functions, and suppliers, lays a solid foundation for the various
phases of a product and its processes. Key program activities and events should be defined so that
progress toward achievement of cost-effective targets can be tracked, resources can be applied, and the
impact of problems, resource constraints and requirements changes can be better understood and

managed.
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4. Maximize Flexibility for Optimization and Use of Contractor Approaches

Requests for Proposals (RFPs) and contracts should provide maximum flexibility for employment
of IPPD principles and use of contractor processes and commercial specifications, standards and
practices. They should also accommodate changes in requirements and incentivize contractors to

challenge requirements and offer alternative solutions which provide cost-effective solutions.

5. Encourage Robust Design and Improved Process Capability

The use of advanced design and manufacturing techniques that promote (1) achieving quality
through design, products with little sensitivity to variations in the manufacturing process (robust design),
(2) a focus on process capability, and (3) continuous process improvement are encouraged. Variability
reduction tools such as ultra-low variation process control similar to "Six Sigma" and lean/agile

manufacturing concepts should be encouraged.

6. Event Driven Scheduling

A scheduling framework should be established which relates program events to their associated
accomplishments and accomplishment criteria. An event is considered complete only when the
accomplishments associated with that event have reached completion as measured by the accomplishment
criteria. This event-driven scheduling reduces risk by ensuring that product and process maturity are

incrementally demonstrated prior to beginning follow-on activities.

7. Multidisciplinary Teamwork

Multidisciplinary teamwork is essential to the integrated and concurrent development of a product

and its processes. The right people at the right place at the right time are required to make timely
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decisions. Team decisions, as a result of risk assessments, should be based on the combined input of the
entire team (technical, cost, manufacturing and support functions and organizations) including customers
and suppliers. Each team member needs to understand his role and support the roles of the other
members, as well as understand the constraints under which team members operate. All must operate so

as to seek global optima and targets.

8. Empowerment

Decision making should be driven to the lowest possible level commensurate with risk. Resources
should be allocated to levels consistent with risk assessment authority, responsibility and the ability of
people. The team should be given the authority, responsibility, and resources to manage its product and its
risk commensurate with the team's capabilities. The authority of team members needs to be defined and
understood by the individual team members. The team should accept responsibility and be held
accountable for the results of its efforts. Management practices within the teams and their organizations

must be team-oriented rather than structurally-, functionally-, or individually-oriented.

9. Seamless Management Tools

A framework should be established that relates products and processes at all levels to demonstrate
dependencies and interrelationships. A management system should be established that relates
requirements, planning, resource allocation, execution and program tracking over the product's life cycle.
This integrated or dedicated approach helps ensure teams have all available information thereby
enhancing team decision making at all levels. Capabilities should be provided to share technical,
industrial, and business information throughout the product development and deployment life cycle
through the use of acquisition and support shared information systems and software tools (including

models) for accessing, exchanging, validating, and viewing information.
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10. Proactive Identification and Management of Risk

Critical cost, schedule and technical parameters related to system characteristics should be
identified from risk analyses and user requirements. Technical and business performance measurement
plans, with appropriate metrics, should be developed and compared to best-in-class government and
industry benchmarks to provide continuing verification of the effectiveness and degree of anticipated and

actual achievement of technical and business parameters.
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